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IPSec (stands for IP Security) provides the capability to secure communications across a LAN, private and public WAN’s and across the Internet.

The principal feature of IP Sec is that it enables to support encryption and/or authentication at the IP level (level 4 of OSI model).

Benefits:

· Could be implemented in firewall or router to provide strong security applied to all traffic crossing the perimeter without adding security overhead within a company;

· IPSec is resistant to bypass from outside firewall , when it is implemented as the only access to Internet;

· IPSec is transparent to applications because it’s located below transport layer;

· IPSec is transparent to end users;

· IPSec could be implemented for individual users for setting up a secure virtual sub network within an organization for sensitive applications.

IPSec specification consists of numerous documents, that could be divided into 7 groups:

1. Architecture;

2. ESP – encapsulating security payload;

3. AH – authentication header;

4. EA – encryption algorithm;

5. AA – authentication algorithm;

6. KM – key management;

7. DOI – domain of Interpretation.

Association is a one-way relationship between a sender and a receiver that affords security services to the traffic carried on. Security Association is uniquely identified by three parameters:

· SPI – security parameters index carried in AH and ESP headers;

· IP Destination Address – currently only unicast addresses allowed for end user, firewall or router;

· Security Protocol Identifier – determines association as AH or ESP.

Security Association parameters:

1) Sequence number counter;

2) Sequence counter overflow;

3) Anti-replay window;

4) AH information;

5) ESP information;

6) Lifetime of this SA;

7) IPSec Protocol Mode;

8) Path MTU (maximum transmission unit).
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Two modes of use – Transport and Tunnel.

Transport mode provides protection primarily for upper-layer protocols. Typically used for end-to-end communication between 2 hosts. Protection extends to the payload of an IP packet, following IP header.

Tunnel mode provides authentication to the entire IP packet. It is used when one or both ends of SA is a security gateway (firewall or router with IPSec implemented). Because the original packet is encapsulated (including inner IP header), the new larger packet will have totally different source and destination addresses, adding to security.

	
	Transport Mode SA
	Tunnel Mode SA

	AH
	Authenticates IP payload and selected portions of IP header and Ipv6 extension headers.
	Authenticates entire inner IP packet (inner header plus IP payload) plus selected portions of outer Ipv6 extension headers.

	ESP
	Encrypts IP payload and any Ipv6 extension headers following the ESP header.
	Encrypts inner IP packet.

	ESP with authentication
	Encrypts IP payload and any Ipv6 extension headers following the ESP header. Authenticates IP payload but not IP header.
	Encrypts inner IP packet. Authenticates inner IP packet.


The Authentication Header provides support for data integrity and authentication of IP packets. It also guards against the replay attack. Authentication is based on MAC method, where 2 parties must share a secret key.

AH structure

	bit
	8
	16
	31

	
	Next header
	Payload length
	Reserved

	
	Security parameters index (SPI)

	
	Sequence number

	
	Authentication data (variable)




Transport mode for Ipv6
	Orig IP hdr
	Hop-by-hop, dest, routing, fragment
	AH
	Dest
	TCP
	Data


Authentication covers the entire packet, excluding mutable fields that are set to zero for MAC calculation.

Tunnel mode for Ipv6
	New IP hdr
	Ext headers
	AH
	Orig IP hdr
	Ext headers
	TCP
	Data


Entire original IP packet is authenticated, entire inner IP packet including inner IP header is protected by AH. The outer IP extension headers are protected except for mutable and unpredictable fields.
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